A variation of the Complex Multiplication (CM) method for generating elliptic curves of known order over finite fields is proposed. We give heuristics and timing statistics in the mildly restricted setting of prime curve order. These may be seen to corroborate earlier work of Koblitz in the class number one setting. Our heuristics are based upon a recent conjecture by R. Gross and J. Smith on numbers of twin primes in algebraic number fields. Our variation precalculates class polynomials as a separate off-line process. Unlike the standard approach, which begins with a prime p and searches for an appropriate discriminant D, we choose a discriminant and then search for appropriate primes. Our on-line process is quick and can be compactly coded. In practice, elliptic curves with near prime order are used. Thus, our timing estimates and data can be regarded as upper estimates for practical purposes.
Introduction
An important category of cryptographic algorithms is that of the elliptic curve cryptosystems defined over a finite field IF p , see [9] for a recent overview. While there are many methods proposed for performing fast elliptic curve arithmetic, there is a paucity of efficient means for generating suitable elliptic curves. The methods proposed to date for curve generation mainly necessitate implementing complex and floating point arithmetic with high precision. However, this hinders the implementation of the proposed algorithms on simple processors with limited amounts of memory. In [13] , Miyaji proposed a practical approach to construct "anomolous" elliptic curves; these elliptic curves, of order p over fields of characteristic p, have since been shown to be insecure, [14] , [16] , [19] . However, the idea of the construction can be applied to quickly find non-anomolous curves as well. We present such a variant of the method to construct elliptic curves of known prime orders. Our variant has less computational complexity in its online implementation than that proposed in the IEEE standards [7] . Heuristics and calculations show that our method is practical.
Timing estimates for the Complex Multiplication (CM) method of generating elliptic curves seem difficult to find in the public literature. The above mentioned survey article [9] mentions that in practice the method is fast, but cites a timing result for a single curve. Our timing statistics are averaged over 1000 curves per discriminant. As to previous theoretical bounds on running times, it seems that Koblitz's [8] conjectures and statistics for reduction of class number one CM curves defined over the rationals are taken to indicate that the CM method is in general speedy. We concur in our 6.3.
We thank the referees for helpful comments and for pointing us to important entries in the literature. The second-named author thanks Professor G. Frey and his team at the Institut für Experimentelle Mathematik for clarifying some of the basics of the theory of elliptic curves.
The paper is organized as follows. Section 2 summarizes the complex multiplication curve generation method. In section 3, we explain our variant which requires less data size and computation, while avoiding the weakness of Miyaji's method. Section 4 summarizes the method to construct the class polynomials, the most computationally intensive part of the CM method. In our approach, we pre-calculate a set of these and store the coefficients. Also in section 4, we give some experimental results which indicate the efficiency of our approach. In section 5, we provide more detailed implementation results. In section 6, we give heuristics for the number of trials necessary to find prime order elliptic curves. Section 7 is a brief conclusion.
Complex Multiplication Curve Generation Algorithm
For the ease of the reader, we summarize some basics of the theory of elliptic curves.
An elliptic curve E defined over a finite field IF p , where p > 3, can be given as
Associated with E, there are two important quantities: the discriminant
and the j-invariant
where ∆ = 0.
An elliptic curve with a given j-invariant j 0 is constructed easily. We consider j 0 / ∈ {0, 1728}; these special cases are also easily handled.
gives an elliptic curve with j-invariant j(E)= j 0 . 
where c ∈ IF p .
Theorem 3. Let E be defined over IF p and its order be #E(IF
p ) = p + 1 − t.
Then the order of its twist is given as
For the above basics of elliptic curves, we refer to [18] . The following result is based upon work of M. Deuring in the 1940s. See [1] and [10] . 
for some t, s ∈ Z Z. Then there is an elliptic curve E defined over
An integer D which satisfies (7) for a given p is called a CM discriminant of p. Indeed, the curve E has complex multiplication by the integers of Q( √ −D). Given such a D for a prime p, the j-invariant of the elliptic curve can be calculated due to class field theory. Once the j-invariant is known, the elliptic curve with p+1−t points is easily constructed utilizing Lemma 1. Actually, the method gives an elliptic curve with either p + 1 − t or p + 1 + t points. If the constructed elliptic curve has p + 1 + t points, then one must take the twist of this elliptic curve to obtain an elliptic curve with p + 1 − t points. Fortunately, it is trivial to construct the desired curve when its twist is known, due to Theorem 3. This technique for constructing elliptic curves of known order is called the Complex Multiplication (CM) method.
A detailed explanation of the CM method is given in the P1363 standards. One can also profitably refer to [2] . We summarize the method in the following:
1. Given a prime number p, find the smallest D in (7) along with t (s is not needed in the computations). 2. The orders of the curves which can be constructed are #E (IF p 
Check if one of the orders has an admissible factorization (by admissible factorization we mean a prime or nearly prime number as defined in the standards). If not, find another D and corresponding t. Repeat until an order with admissible factorization is found. 3. Construct the class polynomial H D (x) using the formulas given in the standards. (The class polynomial for a D is a fixed monic polynomial with integer coefficients. In particular, it is independent of p). 4. Find a root j 0 of H D (x) (mod p). This j 0 is the j-invariant of the curve to be constructed. 5. Set k = j 0 /(1728−j 0 ) (mod p) and the curve will be E:
. Check the order of the curve. If it is not p + 1 − t, then construct the twist using a randomly selected nonsquare c ∈ IF p .
With the CM method, one may first fix a prime number p, and thereafter construct an elliptic curve over IF p . This has the possible advantage of allowing the use prime numbers of special forms, possibly permitting an improvement in efficiency of the underlying modular arithmetic for the curve operations. On the other hand, the method is efficient only when the degree of the class polynomial is small; in general, factoring a high degree polynomial is time consuming. Furthermore, the construction of the class polynomials requires multi-precision floating-point and complex number arithmetic.
A Variant of the CM Method
The variant is straightforward: Construct and store the corresponding class polynomials for D in D and search for primes whose CM discriminants are in this set. We thus avoid repeatedly calculating class polynomials; hence multi-precision floating and complex number arithmetic as well as the factorization of high degree class polynomials is avoided. Indeed, the original CM method as specified in the standards becomes inefficient if not impractical as the class polynomial degree becomes large. Our algorithm is thus: Our experiments and heuristics confirm that pairs p and u of the type sought can be found quickly.
As stated in the introduction, the above is a generalizing variation of Miyaji's simplification of the general CM method. Recently, A.K. Lenstra [11] has also suggested using restricted sets of discriminants. But, as Miyaji, Lenstra only considers the class number one candidate discriminants.
Constructing Class Polynomials
Although there are different methods to calculate class polynomials, we adopt that of [1] , see also [4] . Let D = b 2 − 4ac be the discriminant of a quadratic form 
The [a, b, c] is a reduced form if τ has complex norm greater than or equal to 1, and (τ ) ∈ [−1/2, 1/2]. Given a discriminant D < 0, we can easily find all of the reduced quadratic forms of discriminant D. We then compute the class polynomial H D (x) which is the minimal polynomial of the j(τ ). For each value of τ , the j-value (denoted j i below) is computed as follows:
where
and q = e 2πiτ .
Finally, the class polynomial can be constructed by using the following formula:
where h is the number of the reduced forms of D, commonly known as the class number of D. Since H D (x) has integer coefficients one must use sufficient accuracy during the computations. Our approach, as stated earlier, is to construct class polynomials beforehand for given D values. We do this using some software tool specialized for mathematical calculations. In our implementation, we use Maple. Following [1] , we set the precision for floating point arithmetic as follows:
Here N gives the number of terms to keep in the calculations involving the various ∆(τ ).
As stated earlier, other methods than the basic use of the j-function applied here can be employed to construct class polynomials. In each of these, one obtains some class-invariant polynomial for the CM discriminant D. One advantage of using different methods is to obtain class polynomials with relatively small integer coefficients. This is particularly important when the processor used to store the polynomial coefficients is of limited memory.
Implementation Results
We implemented the algorithm using the NTL number theory and algebra package [17] on a 450-MHz Pentium II based PC. We restricted to t = 2v + 1 and s = 2w + 1 where v, w ∈ Z Z. Thus, the prime numbers found in this setting are of the form
where D satisfies H 163 (x) = x + 640320;
We obtained efficiency results for these three cases. When the class number is one, the class polynomial is of degree one; hence the root is obtained without any computation. In the two other cases, we must determine a root for each p of the quadratic or cubic polynomial, respectively. The results are given in Table 1 . To find a root modulo p of a class polynomial takes approximately a constant time determined by the size of the modulus p and the degree of the polynomial. However, the time or the number of trials to find admissible pairs of p and u is of a more complicated nature. We have run our program repeatedly to build 1000 different curves with each value of D in Table 1 . In the table, N p indicates the approximate number of random pairs of v and w to be tried before a prime
Similarly, N u is the average trial number of p of the form (9) to obtain a prime u.
The method remains efficient for larger class numbers, as shown in Table 2 and Figure 5 . Table 2 clearly indicates that the admissible pair search time increases with the class number. Although this increase is not monotone -the timing for class number 10 is much higher than those for class numbers 11, 12, and 13 -it is reasonable to claim that the time needed to find proper pairs is directly proportional to the class number. This result is consistent with the theoretical considerations in [12] ; see the next section for specific comments. The dependence of the construction process on the particular value of D seems to account for the deviation from simple monoticity. Note also, just as the theoretical heuristics of the next section suggest, that the time to find an admissible pair (p, u) decreases with the size of D. This can be observed in Table 3 . See also the Figures 2, 3 , 4, 5, 6, 7. Another important implementation aspect is code size. While one implementation [15] of the full CM method [7] requires 204KB on a PC with Windows NT, our implementation with NTL requires only 164KB code space on the same platform. In fact, the code space can be made much smaller when code is written expressly for curve generation. For sake of simplicity, we have written such a program which treats only the class number one case. We found that only an extra 10 KB of object code space is needed for curve generation routines (assuming that the basic subroutines for arithmetic operations needed for elliptic curve arithmetic are already available).
Heuristics: Twin Primes and Prime Order Elliptic Curves

Finding Primes
The Prime Number Theorem states that for sufficiently large M , the number of primes in [ With p ≤ M , each pair (s, t) ∈ Z Z 2 gives an integral lattice point inside the ellipse of equation
Gauss, see for example [3] , found an asymptotic formula for the number of lattice points interior to an ellipse. Here, this gives that the the number of the lattice points (s, t) with s, t both positive is
. Furthermore, our p are odd, we work with odd D and we desire the elliptic curve order u = p + 1 ± t to be prime, hence certainly odd. We thus only consider s and t odd. We thus search through a possible L(M )/4 distinct values of t 2 + s 2 D for (s, t) interior to the ellipse. We search for prime p in specific ranges of the form [S, 2S], and hence expect to have find a prime p after a total number of trials of (v, w) of someN p := c(πh D ln S)/ √ D, for some constant c. Our experimental data confirms this, see Tables 1,2 ,3, where S is variously 2 191 and 2 223 .
Prime Order Elliptic Curves and Twin Primes
The order of the curve we seek is u = p + 1 ± t, we ask for it to be prime. Now, p of our form is the norm of the element P = (t+s √ −D)/2; note that t is the trace of P. The norms of P ±1 are easily seen to be the two possibilities for u. Thus, we are seeking twin pairs (P, P ± 1). Indeed, the theory of complex multiplication ensures that associated to each pair of this form is an elliptic curve defined over IF p where p is the norm of P and whose exact number of points over this field equals the norm of P ± 1.
Although it is not known if there are infinitely many twin prime (principal ideal) pairs in any quadratic field, there are conjectures as to their numbers within bounded regions. This is also the case for twin rational primes, for which Hardy and Littlewood [6] conjectured that there are some C 2 M 2
1/(ln y)
2 dy twin primes of size less than M , with C 2 = 2 odd prime p 1 − 1/(p − 1)
2 . This constant is approximately 1.32032. The integral 
where Q runs through the prime ideals of Q( √ −D) and N (Q) denotes the norm to Z Z. We thus see that the number of (v, w) which lead to elliptic curves of prime order over a prime field IF p with p of norm less than M should be 2
We bound β(D) for D congruent to 3 modulo 8 by considering (unachievably) extremal splitting behavior of rational prime ideals (p). Were every odd prime to split as the product of two distinct primes to such a field, then β split = 2/9×C 
Special Case: Class Number One
The reduction of an equation over the integers Z Z with respect to a prime number p is given by reducing each coefficient of the equation modulo p. This can be extended to equations of the rational numbers; and indeed to equations over algebraic number fields, where one reduces by prime ideals.
Koblitz [8] used the Hardy-Littlewood heuristics to derive conjectures on the number of primes p for which the reduction of an elliptic curve defined over Q is an elliptic curve of prime order. In the class number one CM setting this number should be asymptotic to a constant times M/(ln M ) 2 ; the constant is explicit. In deriving his conjecture, Koblitz does not directly use twin primes in Q( √ −D). It would be very interesting to relate his constant to the Gross-Smith β(D) in this restricted case of class number one. We briefly review why there might well be such a relationship.
An elliptic curve of j-value j 0 (mod p) found with the CM method is the reduction of an elliptic curve defined over the complex numbers having j-value the corresponding root of the class polynomial H D (x). The reduction is with respect to a prime lying above p in the algebraic number field in which the root lies. In the class number one case, the single root of H D (x) is in Z Z. The corresponding elliptic curve is defined over Q, and the CM method amounts to reducing the equation of this curve modulo primes which split to principal ideals in Q( √ −D). Thus, Conjecture B of [8] then predicts the number of primes up to M (up to choosing twists) that give prime order elliptic curves. Table 4 gives a comparison between the Koblitz predicted value, the GrossSmith twin primes value, and actual counts of twin primes and of anomolous primes. The anomolous values are primes naturally paired with themselves in our construction. (These are not counted as acceptable values of u in our timing and counts for the various N u .) Whereas the Gross-Smith formula should give the number of twins, the Koblitz formula reasonably interpreted should give the number of twins plus half the number of the anomolous curves.
Conclusion
We present a variant of the complex multiplication (CM) elliptic curve generation algorithm for IF p . We show that the new variant of the CM method allows offline precalculation and therefore provides smaller, faster and more easily coded software on-line implementation. The theoretical analysis shows that there are numerous prime numbers in this subset and experimental results confirm that it is highly probable to construct a prime number belonging to this set with a fairly small number of searches. Our experiments also reveal the fact that the on-line performance of the modified CM method increases as the class number decreases. Another interesting result is that the new CM method performs better for larger discriminants of the same class.
